South Derbyshire District Council
Statutory Framework for the Processing of Special Category and Criminal Offence Data
(This document constitutes the Council’s Appropriate Policy Document under Schedule 1, Part 4 of the Data Protection Act 2018)

1. Introduction
This is a statutory document required under Paragraph 39, Part 4, Schedule 1 of the Data Protection Act 2018. Its content is prescribed by law and sets out the safeguards the Council applies when processing special category and criminal offence data. Accordingly, the Council is required to maintain, review and make this document available to the Information Commissioner upon request.
This document is prepared in accordance with Schedule 1, Part 4 of the Data Protection Act 2018. In accordance with Paragraph 39, Part 4 of Schedule 1, this document sets out:
· the Council’s procedures for securing compliance with the principles set out in Article 5 UK GDPR when processing personal data in reliance on a Schedule 1 condition; and 
· the Council’s policies retention and erasure of such personal data, including an indication of applicable retention periods.

2. Scope
This policy applies to all processing undertaken by the Council where a Schedule 1 condition is relied upon, including but not limited to:
· Safeguarding and welfare functions 
· Regulatory and enforcement activity 
· Prevention and detection of unlawful acts 
· Legal proceedings and investigations 

3. Lawful Basis for Processing
The Council will always identify:
· A lawful basis under Article 6 UK GDPR; and 
· A condition under Article 9 or Schedule 1 DPA 2018, as applicable 
For criminal offence data, the Council relies on conditions set out in Schedule 1, Part 2, including:
· Paragraph 10 – Preventing or detecting unlawful acts 
· Paragraph 6 – Statutory and government purposes (where applicable) 

4. Principles for Processing
The Council ensures all processing of special category and criminal offence data is:
· Lawful, fair and transparent 
· Necessary and proportionate to the purpose 
· Adequate, relevant and limited to what is required 
· Accurate and kept up to date 
· Retained only for as long as necessary 
· Secure and protected against unauthorised access or loss 
Where data has been obtained in complex or exceptional circumstances, any further processing (including sharing) will be subject to a documented assessment of necessity, proportionality, and impact on individuals.

5. Accountability and Governance
The Council demonstrates compliance through:
· Completion of Data Protection Impact Assessments (DPIAs) where required 
· Use of structured assessments (e.g. Legitimate Interests Assessments) where applicable 
· Clear audit trails and decision records for high-risk or sensitive processing 
· Oversight by the Data Protection Officer (DPO) 
· Regular training and awareness for staff 

6. Data Sharing
Where personal data is shared with third parties (including law enforcement or regulatory bodies), the Council will ensure:
· A valid lawful basis and Schedule 1 condition is identified 
· Sharing is necessary and proportionate 
· Only the minimum required data is disclosed 
· Decisions are documented and justifiable 
The Council recognises that it is not obliged to share data and will consider each request on its merits, including where data may have been obtained in challenging or disputed circumstances.

7. Data Security
The Council implements appropriate technical and organisational measures to protect personal data, including:
· Access controls and role-based permissions 
· Secure storage and transmission 
· Audit logging and monitoring 
· Incident management procedures 

8. Retention and Erasure
Personal data will be retained in accordance with the Council’s Document Retention Policy and:
· Only for as long as necessary for the purpose collected 
· Securely deleted or anonymised when no longer required 

9. Review and Updates
This Appropriate Policy Document will be:
· Reviewed every 2 years 
· Updated where there are changes to processing activities or legal requirements 

10. Availability
This document is retained by the Council and will be made available to the Information Commissioner upon request.

11. Approval
Approved by:
Jemma Handley, Legal & Information Governance Manager, DPO.
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Review Date: 05/05/2028
